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CURRENT PROCGCESS

* unstructured vulnerability description from security
researcher

e optional: CERT/CC advisory

* optional: vendor advisory/patch announcement

* optional: advisory/announcement from other CERT
* optional: other information

—> resources are used to produce an advisory

......
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CURRENT PROCESS: FLAWS

* massive multiplication of work
comparison, (re-)validation, description

* reusing other advisories is hound to unclear terms
What is commercial use?

What about automatic redistribution?

* repeated rewriting tends to introduce errors
Different terminology looks like additional information.

......
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CAIF

Common Advisory Interchange Format
http://cert.uni-stuttgart.de/projects/caif/
* Interchange format for advisories
e automatic redistribution is possible

* format is presentation-independent

Distributors present advisories in a format familiar to their
clients/according their policy.
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CAIF: MAIN GOALS

* easy usage of advisories issued hy others

* easy comparison by using meta-information
e. g. CVE numbers

* specializing on fractions of the problem space does
no longer hamper effectiveness

* co-operation Is made easier
—> hetter access to security-related information

......
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CAIF: SCOPE OF PROJECT

* current phase: requirements document

« format specification (is being written currently)
e author's guidelines

* reader's guidelines

o category model (draft is finished)

* not yet in scope: usage of CAIF in a process - such
could be defined in a different project

+++++
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ADVISORY STRUCTURE

* multiple sections

* sections with meta-information
both strict syntax and free-form text

e.g. an issuer-1D and an advisory-ID, reference to the
source, contact information

* sections with free-form text, e.g. description
e container collects related documents in CAIF format

......
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CATEGORIES

* category model based on functional dependency
model from relational calculus

* categories for:
affected product, vendor name, platform, network service,

attack vector, impact, severity, vulnerability class
* acentral category database could provide

consistency
Q: How to distribute database updates with CAIF documents?

......
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